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Chakra Max Server Chakra Max Manager Chakra Max Client
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Thes

Engine Repository
(PetaSQL) Em—
= DB Query Tool
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2. IS & | nrg

[Non-Standard)

-DBA, Manager, Developer
- Access via Chakra-Max Gateway

Application User(Standard) ‘Internal User

* Direct Access via
Applications
- Web Applications (Services) .

External User
[Non-Standard)
«Maintenance staff

- Qut-sourced developers,
Consultants

«Access via Chakra-Max
Gateway

Introductory Remarks

a

Auditing & Logging [Sniffing] : DBEZO CHEt 2tAF 2 22 Sniffing) /l
. = Access control by user grant [Gateway) : BTt ME DB T2 A (Gateway ) \I

. Sniffing Device
‘ (Switch Port mirror, TAP]

Sniffing mode Gateway mode
Z82 pB ™20 Cligt AMA|ZF B LI E{™ S ALZ ZEA} AL2X} H ps H20f Cligt HetEe| 5 HZ2EH|

- AME R pBOI| A2 Sl SessionOfl CHSH CHYSH AL HEE AAZELEHE 2O JHQANE X3| QEX|

-pB E#ZM 2 1 OO E{0f CH3H 241 9 ZEAFE A A AR AL Mol Hotd Mof et AR U AT TS

-DB AMH B25tE 0%2| X2 Al

Hybrid : Gateway, Sniffing, Agent T+’d 2| =t E}f
-HA ™20 Cfet 7HEE B A AA S S

-HIEY Y20 et g HotM o L 2 SH
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System H2 Xl (65)
Windows

HP-UX

AlX

Solaris

Linux

Mainframe

Database =& X| (305)
Oracle / Time-Stan /Exadata
Microsoft SQL Server

IBM DB2 (Mainframe, UDB)
SAP Sybase IQ/ASE

SAP HANA

Mysql / MariaDB

IBM Netezza

TeraData

PostgreSQL / Greenplum
Altibase / Tibero / Cubrid / Kairos / SunDB
Amazon RedShift / Aurora
Dameng DM7

Fujitsu Symfoware

PetaSQL

Firebird / Couch / Influx / MongoDB
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DBO.” I—I:L'('jl.h EE A"%X
H20l2l/+8sqL//21

M Al2E)S A Zot,
els 7IEotn SHE

& =47 Trial License= AFE Z 0|0 20159 032 119 00A|0f Pt S LICH

Rz Chakra Max

Search

Meonitor Palicy Report System
Database
[201514 038 022 ~| [2= o5 | REi 20154 038 032 ~| (23 euese | THA 2IE ZMTLICL

Target System : |Umc\e 11g,

=]

HAMEH F=T

SCHIHE PZL

\El

He& T2

[fe) O Es e

SHIME FAED ;| ASROIE: | | @ 4w sqLEE
DBMS HE : | O] AERHE : | | =) "
ofs HZ : |2 AR s | | =) EE S L o4 = CHo rS = =
SR A — e — — = =
— e |
SQUERR! : [ Query, DML, DOL DCL, P/SQLETC  [v]  squ (RIEIES M) : | [awe || T ol-'al.o:l (o] 400:| 7|-I| OI = E_E 1,?* Sl
IER=TERE O] 2IEE 2t | Simpified Search o E iy E o
EEIEr | SENZH(>=): [0 | 'I'-I ol-_l_ X?-]Q-" nl'_l— 7"*“ OI 7I-_
_ [ - ==L ARie-— O o
A (==):[0 | 7 B2 Bytes (>=): [0 \
28 3= | LEHAR : | [
() Search Sniffing Log
=N~ = = )
HRRIE i | | 2T 0 Al sQL S —
Zia we) Al sQL -] OkAZ B ¢ Al sQL -
SQL Search Resuit(1) - 2015/03/02 ~ 2015/03/03
Found : 35 5QL ( 1.500%) Show Detail Pane Object Usage Analysis Execution Trend
D DBMS DB User 05 User Chakra M... |User Mame |Group Na... |ClientHo... |ClientIP ... Application |SQL Start Time =
H lorade 119 SCOTT SHINUK test test test SHINUK-PC  192.168.... ORANGE... SELECT /*+LEADING(S) */ INST_ID, SID, SERIAL#, OSPID, OR...  2015/03/03 (=f) 14:32:25
Jorade 11g SCOTT  SHINUK  test test test SHINUK-PC  192.168.... ORANGE... ALTER SESSION SET NLS_LANGUAGE=KOREAN NLS_TERRITO...  2015/03/03 () 14:32:25
Jorace 119 SCOTT  SHINUK  test test test SHINUK-PC  192.168.... ORANGE... SELECT USERNAME FROM ALL_USERS 2015/03/03 (B 14:32:25|=
4orade 11g SCOTT SHINUK. test test test Copy 5QL OBJECT_NAME, OBJECT_TYPE FROM ALL_OBJE; b 1a.30.00
Soracde 113 SCOTT  SHINUK  test test test = I DBMS _APPLICATION_INFO.SET_MODULE(:Mod]
Search SQLs executed in this session
Gorade 11g SCOTT  SHINUK  test test test S.SERIAL#, P.SPID, 5.SERVER FROM V4SESSI Al _._“ n:l E1 b3 P 7|_ == 7|_
Zorade 119 SCOTT  SHINUK  test test test Export Excel All = FROM VENLS_PARAMETERS = °° O'I / (] -_'I- Al — / —6— E Al - /
8 orade 11g  SCOTT SHINUK. test test test Export CSVAll USERENV(instance’), 5YS_CONTEXT(USERENV' o
Soracke 11g SYSTEM  SHINUK  test test test Export Excel Selected rows I DBMS_APPLICATION _INFO.5ET_MODULE(:Modul H Ak AI A HI ﬁl S| / = EI.OI 01 E IP -~ E 2'-0'
{*+LEADING(S) *f INST_ID, SID, SERIAL#, OS o a o = - o =1 L=
g R SESSION SET NLS_L ANGUAGE="KOREAN' NLS
x 2 7:| -I E Excel CSVE ex ort FELECT USERENV(instance'), 5YS_CONTEXT(USERENV' ST T To:x AR TR IVE S -1 S T
pe Bl L = p = -
BELECT 5.SERIAL#, P.SPID, 5,SERVER FROM VSSESSION S, VS...  2015/03/03 () 19:32:41
EELECT NAME, VALUE FROM VSPARAMETER WHERE NAME ='u...  2015/03/03 (3P 14:32:41 ~
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3. RIS | system H2EH 2 JI=

System (Linux, Unix, Windows, Mainframe)0f B 2ot= 2= AFEAHH A|AEH)Z A &SI,

= "' A
Telnet, (s)FTP, SSH, R- Logln R-Command, Windows Terminal, Mainframe & Lot A|A
El X—I:Lo|E=I al D=|E=|O-| oHO 7|§o|-_| EX‘||°|'L||:|- *'A|7|'EL|E-|E| m]] Ej X3
[ T © — o X )
ol -I = 116} I.O:I | | 0-” -I A H =) |.h
A ABIOIA] QeiEl FMES Zats0] vi BR[O SO LT 20l 7ts)
Chakra Max Manager
kra Max - . i
% Chakra : el M‘”l'w' Policy Search Report System !
Creeryies Session Trend Alert Client
@ | Er; @| DB Session / Server Session
B %] @] Auto Refresh | Session by Gateway & Sn
+] [« [7]Consulting
2 ¥ [[] cent0s_5.5 {
B E@;::'NH Server Name Client IP Address Client Mac Address Login Time: Server Mac Address Alert Count
L ﬁ%l—‘m q Centos 5.5 172.17.30.50 04:7D: 78+ 96 9B:C5 2013/11j29 (2 14:08:43 00:0C:29: 1E:03:22 ]
: J;@RLOGIN 2 CentO5_5.5 172,.17.30.50 04:70:78:9B:96:C5 2013/11/29 (2) 14:03:46 00:0C: 29 1E:D3:22
L J;;@RCMD 3 CentD5_5.5 172.17.456.50 00:0C:29:A8:05:08 2013/11/29 () 13:59:01 00:0C:29:1E:03:22 o]
=l [D Domain Server
[ = TELMET L P root@Ilocalhost/home/chakramax/setup (=3 R ~==|
i ssH
L FZ@FI_P localhost.localdomain (Linux release 2.6.18-194.el5 #1 SMF Fri RApr 2 14:58:14 EDT 2010) (3)
L [ERLOGIN SessionMonitor Detail View login: raot
FFEIRCMD Command list " Alert List rassworal
- - Login incorrect
lagin: root
2 d:
Command Time |Cornmand L:::wi]o:gin: Fri Hov 28 14:00:20 on ttys
2013/11f29 () 14:09:08 ls llfuu hg‘lfe ni: mili#
root oca. oSt ~
2013/11/29 (2) 14:09:15 cd fhome/chakramax [root@localhost ~1#
2013/11/29 (3) 14:0%:20 Is frooetiooanees 12
2013/11/29 (2) 14:09:24 cd setup [root@localhost ~]#
2013/11/29 () 14:0%:30 Jmaxsetup [zectélocalnost ~1F 1s

anaconda-ks.cfg install.log install.log.syslog

[root@localhost ~]# cd shome/chakramax

[root@localhost chakramax]$ 1s

bin chakramax setup ¥2.0.1.29 r17314.tar.gz dbclient Jjava log mdb ozreport patchfiles setup temp
[root@localhost chakramax]# cd setup

[root@localhost setupl# ./maxsetupl

Chakra Max | i | B81]S..
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| —
3. -’F—EJ | o= | System M2EXHl - Windows Terminal

Windows Remote Desktop (Windows Terminal) ¥4 A| =3 LY SHHCZE =3}

ShellOf|A] A3 =l BHO ZAL 7|22 N
A ANEX SH X At T2 SX|
22| b 2HHO|AM ZALRE HEHO x2| 8l =3t sHA ME 7|

o OO

MaxManager

=E] )

Chakra Max
@; Monitor Policy Search Report System

BE

Databaze Syatem RDF Alert Approval Client

[z0130 118 42 7] (2@ 113507 B S8 20030 118 62 [+] [2F 11:35:17 B W 235 2L

‘Wiork Histary

7‘1)\“_7‘(_31 7!—7':;‘

sl A ¢ | | AFERF IE(SM) | |

Target System : |1?2.1?.100.10(Terminal Service), j
S20INE PR : | | METHOIZ : | | )
THar AlAE HE ;| | (e NBR AT : | |

@ Search Sniffing Log
() Search Gateway Log

Ve e

Search operation was finished successfully. : 306 SQL { 1.112%)

D |Servioe T |Service M... |CIientIP |Client Port |CIientHo... |Siart'|'|me |Login Result|EndT|me
1 Terminal ... 172.17.1... 172.17.1.1 1854 HAEDON...  2013/11/... 013/11f...
2 Terminal ... 172.17.1... 172.17.1.1 1835 HAEDON... 2013/11/... 2013f11...
3 Terminal ... 172,17.1... 172,17.1.1 4454 HAEDOM... 2013/11/... 2013/11f...
4 Terminal ... 172,17.1... 172,17.1.1 4455 HAEDOMN... 2013{11f...
Terminal 5%}
B39 =23 . o2
A 9
e Chakra Max A .j:_J
- Database Sacurity Avsurance

User #1

Hide Detail Pane Object Usage Analysis Execution Trend

N R L TN O N L N =i T

9
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JIS | system ®2=H - Mainframe (TN5250, 3270)

Zto of 823 4o
As/4001t Z€2 IBM MainframeA M2 Sh= TN3270,5250 E{O
2 |.AIH=| O] XA |E=|_O |§ |. E |'<'>' | |-
AMEX AY Bl 2AH0|[HZ 7S5t SASLC
A
SessionMonitor Detail View TN5250,3270 &AIZF ZLIE/ S/
Command list Nertust o
: - FES 22 GO g2
Command Time Command
[2015/03/27 (2) 03:..| [0,0] SESSION OPEN
2015/03/27 (=) 03:..| [6,53] TESTCONT, [7,53] (password), [7, 62] ENTER KEY
2015/03/27 (2) 03:..] [1, 1] ENTER KEY
2015/03/27 (2) 03:..] [1, 1] ENTER KEY
015/03/27 (2) 03:..] [20,7] 1, [20, 8] ENTER KEY — =
16 Sarver - 201! = 201! & - 201! i L
2015/03/27 (3) 03:..] [20,7] 1, [20, 8] ENTER KEY Rosbis): IOV o« 20U SIIIS LSRRI Reab(s): PSP - PIVEIAINE - |
2015/03/27 (2) 03:..] [21,7] 1, [21, &] ENTER KEY S
= ENTER et 10 |Server N... | Command Time Coammsnd * Executed by : warevaley(SI0{W2I) TR EZ' Stan ‘meznls&mm? 12:29:95
2015;'03;'2?(:}1]3... .1 e 'DASAPQAS 2015/04j07 (1) 12:29... [0,0] SESSION CPEN Server | DASAPQAS(TNS250), Clent 1P Address :
2015/03/27 (S) 03:..] (21, 7] FIKEY DASAPQAS  2018/04]07 (2) 12:25... 6,531 TwaowN, [7,53] (passwerd), [7, 591
015/03/27 (2) 03:..] [20, 7] FIKEY DASAPGAS 2015104107 (BF) 12:29... [8, " ordd), [7, 60} ENTER KEY
.
2015/03/27 (3) 03:..| [20,7] 6, [20, 8] ENTER KEY e zim:f:;fz“ :: Y E Zif 3fH AHE J/E
2015/03/27 (2) 03:..] [20,71 2, [20, 8] ENTER KEY DESARAH . . :
03/27 (2) 03:..| (20,72, [0, 8 DRSAPGAS Z0iSIoNIo7 () 1225, [6,55) QRECORR, (7] passwerd 7,601 Coonang Rt
2015/03/27 (2) 03:..] [20,7] 3, [20, 8] ENTER KEY DASAPGAS  2015/04007 () 12:30... [20,7] wrhusep®, (20, 15] ENTER KEY =] M 188 | Main Meni S5t -
MISMIL7 2103 eIl EakEy DASAPGAS  2015/04107 () 12:30... [7,3] L, [21, 7) ENTER KEY ) em: DYSAPQAS
5 5 ' e o DASAPQAS Z01SIO4D7 (B1) 12:30... [5,37] twhron, (5, 3] ENTER KEY Sact; oo of g [olowing:
10 10 1 G250 O DASAPQAS 20150407 (2F) 12:30... [10,2] 2, [10, 3) ENTER KEY 1, User tasks
m 1 1 ™S 0 DASAPQAS 2015104107 (2H) 12:30... [6,37] secofrL, [6, 3] ENTER KEY g mqemwt&s
12 2 i ™S o DASAPQAS. 2015/04/07 (38 12:%0... (10, 2] F3 KEY 4. Fies, lbraries, and
13 13 1 THSZSD O DASAPGAS 2015[04j07 () 12:30... [7, 3)F3KEY 5. Programiming
1 1 1 Tes0 o DASAPQAS 2015/04I07 (1) 12:30... [20, TIP3 KEY o AT
15 15 1 THSZSD 0 DASAPQAS 201504007 (E) 12:30... [20, 7]F3 kEY 8. Problern handing
1% 18 1 NS0 0 DASAPQAG  2015/04/07 (2F) 12:30.., [20,7] 90, [20, 9] ENTER KEY 9. Cisplay amenu ;
17 7 1 NSZSO 0 DASAPGAS  2015/04/07 (BF) 12:30... [6,53] TWEWON, [7,53] SECOFRI, [7, 0} X i’? ;ma&mtm
18 I8 1 TNSZ50 1] DASAPGAS 2015004107 (31 12:5“1... [1, 1] ENTER KEY
19 ] 3 NS0 © DASAPQAS 2015/04/07 (£F) 12:54.... [0,0] SESSION CPEN 90. Sign off
20 2 3 TNSZS0 O DASAPQAS  2015/04/07 (1) 12:54... [5,53) TWrwON, [7,53] (password), [7, 60] Salection of comimand
|21 E] 3 NSO © DASAPQAS 2016/04/07 (21) 12:54... [1, 1] ENTER KEY m——
2 4 3 Wm0 DASAPQAS  2015/04107 (BH) 12:54... [20,7) wrkeysshs, [20, 16] ENTER KEY FicEut Ficpcat. okt Faccsial Bt 4 i
23 i 4 ™GES0 O DASAPQAS 2015/04/07 (EF) 12:54... [0,0] SESSION OPEN F23=Sat irtid manm
24 2 [ NS0 © DASAPQAS  2015/04107 (2F) 12:55... [6,52] TWEWON, [7,53] (password), [7, 60] || (C) COPYRIGHT IBM CORP. 1980, 2009,
25 3 4 TNSZ5D 1] CASAPCAS E‘DlS,lD!ﬂ]?tﬂ’J 12:55... [1; 1] ENTER KEY o -
Ll m » L L] L
10
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DB, SystemOf| E25t= 2 & AFE XK
QM E(Wizard) 2419 &2

% mjo

gy is)
‘|> o
¥o i
o>
-
il

(=

HI IEjﬁ"OIé!AIéHI b\, | U!l Al SH HIQI A XH

Database Access Control Policy
CIOIE{HO]A F2 SH| HMHS HOgL|CE

SQL Execution Control Policy

Security Policy Wizard

Configure Policy  Define-Secuity Rules Def|
—_——

Security Policy Wizard,

Configure Policy  Define-Security Rules Def
—_—O—

r |
|- = Configure Policy

@

Database Access Rules

([

Advanced ModeS
General

Policy Name

<[
Description :

Configuration
Level : [ criical 1P Address
Detection Mode : [Hybrid
Interval of Repetitive Alert : [1 I DB User
Clent 05 User
Application

Simple Mode2 S5 Al
T2 1§85 =0

el
o

‘

<SI2E)

SQL 48 SH FHS Fogct

Security Policy Wizard
System Acces Conrol Poicy
MAR FD SH HMS HogL,

Configure Policy  Defi

sQL g
f SQL Execution Rules

Ry

i 4 et actions

System Command Execution Control Policy

m g m e

MAT HHO 4 SH s HARLD
SQL Type
. Protection

SQL Type List : | Al SQL Type o I* x“ o I I I} E x* xH

‘Table/Colurnn © Reject SQL(Gateway Only)
Table Name : © Kl Session (Using Drop Session in Gateway / Using TCP FIN packet in Sniffing)
I: (© Kil Session (Using Drop Session in Gateway / Using DB Command in Sniffing)

coune e e n e e Database / System Access Approval Policy

SQL Text Script

=2 Fas uSe7| 93 W U UL

[CIR@E saptd SYABLICH

“";“;::Mm CMD/SQL Execution Approval Policy
SQU Execution Resule SRR CMD/SQL =& 3ot A0 E fist 28 IS Ig U

Rety d R B
etumed fovs: 0| (Mol Z2(2IR 012N HE SR BES AZ)

Response Tme(sec): [0 | I ]
outPacket Byres: [0 | Blepotto e

SQL Return Code = ‘ ‘

[ sMS(Simple Message Service)
Code?} 0011 HIZA0IS 2E B ‘ ‘

(J

SAL Result Save Approval Policy
saL #3 E% MFS EX7H7 f@ @0 ¥S FyduT.

Approval Policy For Masking Exception
=0 2 {0 Efs 0AY HA g

ICHEGE

M= Fogur

Chakra Max’

DCaratiass Sacuriny AsSLEance

B2 X/ HI0IE] X X%

Modified Data Policy
(P GIO|Eft|0|A HAE H/% GojE 22 H2ME ol

OpAZ! X4

* SQL Result Masking Policy
Ha2| Zut E 2010| BRE S=0 Uish Masking® &S HalgLL),
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3. =

Client IP DB user, Table, Column, SQL Command 52| C}st

x70| SH I

M N2
1O

4

o

Warning!

‘IP_base_block’ B 2gl 20| AT ELICH

& Orange for ORACLE = Ell 2353 :
DEMS Logon “ @ T
User fl.ﬂ th. Mode Commen t |Last Connect |Trus THS Name I
2l L0124 [201 B
E g SComT 2013/02/04.. N S ——
Lol svs SYSDBA 2013/02/04. N =
E@ 201
[ CrangeMain | ee—— = = JF
| g sy
.® = . Eror: #3113, ORA-03113: S4| A2 0] EOF 7+ QL[ e
Al zzq~Di0
A0 0 YT S0 bde
s01
JOTECIETTT T_Tome 1 LI
MNLS_LANG
< | i
Delete I~ View as Report Style Connect | Cancel
e~ P~ °
Ctekst =3to 2 pB 22 H|Of
= AMEXFAE FX BRIP4, DB 71|7é*>, Os 219l 7K, & o{=C|# 0|4
- DBEAULE : HO|Z, ZH SQL Ef € (DDL/DML/DCL) U ‘|
= J|Et: ZREF, *|7H3H '—1| {3 AL, sQL 2t 2|H 2R
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3. FTRJIs | =

O} X4 xH
O 1

Ol S System

OS]

| — | By 7

SSH, Telnet, FTP. Windows Terminal, TN5250 S2| A|AHE! M0 Cfst MA|ZF ZHA| &
A, @2 o|go| Zj24M0| 7ts

AlH 815 T2 EZ (ssh,telnet, fip, G L2 T EE) : A4,

G50 HAHO

& Sniffinp—-

No. |Chakra Max User Server Name
1 test{test) orade svr
2 test{test) orade svr
3 test{test) orade svr

SessionMonitor Detail View
Command list * Alert List

Command Time

2015/03/02 (&) 13:...
)13,
)13,
)13,
)13,
)13,
)13,
&) 13,
&) 13,

2015/03/02
2015/03/02
2015/03/02
2015/03/02
2015/03/02
2015/03/02
2015/03/02
2015/03/02

Command
Is

pwd

df -Th
top

free -m

su - orade - PR LEE,

pwd
sqglplus "fas syst
select * from ta

Chakra Max

Caratiake Sacunty AssLEance

Client IP Address
192,158.0.200
192,158.0.200
192,158.0.200

Client Mac Address
00:50:56:C0:00:08
00:50:56:C0:00:08
00:50: 56:C0:00:08

Copyright 2001~2016. WareValley Co,. LTD. All Rights Reserved.

Login Time

2015/03f02 (&) 13:09:21
2015/03f02 (&) 13:09:52
2015/03/02 (&) 13:19:42

Server Mac Ad...
00:0C: 29:6A:F...
00:0C: 29:6A:F...
00:0C: 29:6A:F...

13

TN5250 : ZEQf 28 FE0] ZLIEHE SFHAE &

TPTFOT IO e WY

Alert Count - R

T WA | B oy
Cavmars] Tme Lo i T
T e,

w Fli=Caxl Fl)=iama

D0.ssh T 2 REEH T2 DE00 206 ZEO| BT e LIC

g b aiand

ﬁ []Sdata
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3. RIS | wormmy me System =X

DB AlH LS| E&T 20 22 2 85 MM HE A|l2H” 2 L|YS0| Hrol otz
7|2 |0, £S5k 212 A|AH X (SSH, Telnet, FTP RDP £) Of CH3F SX&= MM
KFEHO| L, %‘%'01 SM7t =

@ Chakra Max

@ Warning!

00.ssh TH FTHEH TN 25) O] RS

LUs S Z AL A8

“ 2l]S
Chakra Max | B1)S
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Qs

&1 FLH

(@) I—IXHO“ 0| HE N | |. N sOo SQ E=|0-| II-O'loﬂ H'LH
HorEAo| i El DB ZO|L} System 2 =2 SQL, System HHEO 20| CH3H,
A2 2K}, AR RO A HA 28 S A0 HAIX]|F A =22l0] 7ts
EA|_I- EJEx,AOx O—lTl_I-D'CO—'— Ax —|I-|_|07o
& =7 Trial License= A+2 Z 0|0 20151 032 112 00A|0f = ELICH 2=z&

% Chakraies Mcnviwr Policy Search Report System N YR

Crwerviesy Session Trend Alert Client
[ | " FAOTICE Bz o " L 2! ¢=1) 5 " FAOTICE Bz ) * AI I H FAH o F EI
< | @| II.ﬁ.lert 00, ssh 2R 3" on server "oracle s 2015 038 022 13:15:40 Alert 00, ssh 2R E 3" on server “oracle svr | = A ?_I' 7°:|_T|_ =20 =2 o
E] Z@A" DB Session ‘,Server Session
B =
L9 W Etest Ii| [¥] Auto Refresh |5955i0” by Gateway & Sniffing |'|
1= [D oracle svr 1
# [ TELNET [=]
P2 [ 55H N.. 4% | server Database SID |Serial# |DBUser |Chakra MaxU... |ClientOS ... |ClientIP Address | Application |Client Host...|TerminaI
P [ FTP 1 oradesvr  orade 11g 40 7943 SCOTT  test{test) SHINUK 192.168.0.200 ORANGEMAL.. SHINUK-PC  SHINUK-
Fid=torade 11g 2 oradeswr  orade 11g 33 4391  SCOTT  test{test) SHINUK, 192,168.0.200 SOLPLUS.EXE  SHINUK-PC  SHINUK-
3 gradeswr oradellg 27 9565 5COTT test(test) SHINUK 192.168.0.200 ORANGEMAL.. SHINUK-PC  SHINUK-
4( iz o)ade swr orade 11g 31 6521  SCOTT  test{test) SHINUK, rar———
N
o| HEAH A ing !
N4 BLE{Q] 2D WA EA Warning
"S0L (select with insert) control’ A H 2J6) S0l
R 2SI

Chakra Max

(R

4 L

Chakra Max’

DCaratiass Sacuriny AsSLEance

Warning !

EEL\E}dEDt blockto sys" ZEH 25 SE0| AT

ALK} Client HA 2|4 A0 &
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7Y Trial License= A2 0|0 20151 038 112 00A|0f = LICH

J ]
Monitor Policy Search Report System N -1 BN
Overview Session Trene Alert Cliert
2
— Alert Calendar  Unconfirmed Alert
Bl =
(D Mt Alert by Gateway & Sniffing |~
L9 @itest ErI o E P
=) ¥ ([Jorade sur FE) 2 25 % 2 28 4 =EE
P2 TELNET [ (LooMT&E || [ (1/1) Changed Appli | (4/4) Health Check Al
s oeMaRE
PP L
¥ Shorade 119 m 7:00
ZHE SaM2 ausfo] FA|
o = oHd 1= [L (3/3)00.A0|= £ ||(4/4) 00.app AHEE J00AIZHAE | [(9/9) 0. BZER
2 3 4 s 6 7
(2/2)00.55h B I&
i 5 2:00
C- 1 Client IP: test{test) Target: "ORACLE on “oracle svr™
Client IP : testftest) Target: "ORACLE" on “oracle sur” | DH)’ |
Alert Information Client IP : testftest] Target: “ORACLE" on “oracle sur* ( =2 w ERUIE0 5223205
Client IP: test(test] Target: "ORACLE" on “oracle sur” e [ (2/2)00.ssh M AHEH Za
JE— L Client IP : testftest) Target: “ORACLE" on “oracle svr” LS | 11 Month |
| o Name mEsNTY Client IP: testitest) Target : “ORACLE" on "oracle svr”
. o Time 20154 038 042 09:39:36 Client IP : testftest) Target: "“ORACLE" on “oracle sur”
. o Deserilion Client IP : testitest] Target: “ORACLE” on “oracle sur”
Client IP : test(test) Target: "ORACLE" on “oracle sur™ L 510932 03 2993206
"Detail Information
o Metlowl  iCitical
o ServerName oracl s = = ™ =
o Database aracte Tlg
o SenicaTope  : ORACLE
@ Conditions CIPin (192.168,0.200) )
© Detection Mode : Gateway TRUIEM EQUu.3207
o Policy 25 = [ (3/3) 00.AHO| < £ 7] J
- ! (4/4) 00.app AHEH |
Access Information [ (474) 00.A|ZAHEE ) ago 3508
Clint P moegmua
o BP0 [ (9/9) 0. BAERBY )
o Applcation: ORANGEMAINU EXE x
AN E FEISof AN e E 20l
ostname. 1
, G o = | o = ™ L ey
aroin 2l /Zz= /0l 7=|E ozl 30|
© ax User 51D =/ =22 O o = -
Client 05
o Glert o8 sunue )
o DBUser :SCOTT
, Server
ser
Sect o
o Sesson . nis 0ss 04 09393 i
I [ % critical & Major “Minor 157 Warn
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2,168.246.100

=/[=)E3

@__| Database View

2L T

Ae e

=k B2 PN ES -] =]

L Seto|TE

Security Dashboard

5 =
= |@ l_jﬂ; | Ootion
) " m
e ord (ORACLE) &8
2 1P E2 QoS0 Ay = General
5 108 AR — =
1 0 Pie Chart
24AI1Z SQL 0] (812 HZ) = Available Section Selected Section
=T M = 250 HE
HE EY P Top 5 (HZ o) R EE 2L PTop 5(ES BE)

2595 HE S8 g AER Top S (.. | | BT

= 192,168.246.50: 6
» 192.168.246.10: 4
= 192.168.246.20: 3

QIZEE B2 4S5 Top 5

3 CE(21%m) [ B+

24417501 =0|
sormm 4
B2 s MHER

= B

J=2 28 MEXtTop 5 (&...
FE UL BETop5(HT ...

PR EY
HOF M 4 . 3 PHFE E2 AMERTop 5

AH B2

3=:0 Y 28 pB AEX% Top 5 (H2 32)

351

oAz o » SCOTT: 11
AR AR 10 . SYS:2

€3

152.168.24... H2E01(test0l) 5304

Chakra Max’

DCaratiass Sacuriny AsSLEance
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DBLUio DIZt MEOf L Masking= &
242 &9l Masking NE|E X| &

—
o |

A

2IgEE 7t @l saL 2

M=l Table/ColumnOi CH3F TIZ M
(@)

akof| of ok

HIOIE OrAZI(Masking)

—e
ot

qe

Ul

L=]
—

Masking

If & Masking

Sot, DB'ds Xot7t Bl0| Packet

-
E‘" OI 9_| E‘l CC — -|_-|-I'I E f_f Orange for ORACLE (Unicode) - [SQL ToolSCOTT@oracle 11g_scott/SQLL *] — — L=t
—_
. Define Masking Rule He = FE? = = File Edit Action Option View Tocls DBA Create Window Help DBEZHO0 524 [ S crknmax =S
H xI o= L-l = 10 - SCOTT@oracle 11g_scott = | (F ¥ ~ - Eur
e gmanmﬁzzﬁzaso@a@&s‘gmz Ut G ENEE ER BRSNS B R,
Object(s} [Eausat| &, erviewer .
= TE it = = ? = = = 3= = &
© Table, Corm= M © Sensitwe Pattem= 713 L EEAHN SRR EIHE R [BREN LEB A W EBIEBRE E
Table ‘Cclumn | Type |Format || /so+
uger_info jumin Partial Masking = 000000% 3
B 2 [» select * from user_info;
N l
Coumn  : Cigf B3 SA HBSHAIMD TS IETE MSFHA 2. | Result "
Type : 28 HOIE FA S92 U5HAD Ful Maskmg": UE AW 22 2 Grid Result' =1 Server Output 2] Text Output (F Explain Plan (2! Statistics
ZLE HFAY PartlaIMasklng" HAEFH AR !
Format PartEIMask\ng‘-'é’%‘E Qx*g*LHZI- NORNANE |JUMIN |CARD*ND |TEL
OfH MRS 0 =1 oS 0S5HH HAE B2 FHA 2. Wt EUE | FFTTTIeee | AG77-3281-4506-6410 | 803-483-8155
(HH) 22 CIOIE - 770101-1111111 2(54322 | 000D0O*#+#++++ | ADE3-5304-5745-5067 | 647-7480-1940
AT HHEH DDDDDDD“““’ Wll__21
Masking &1} : 770101-==%= Wl 3] 3|30AM |647545+++w |3349-3060-7605-4518 | 262-8849-5759
[ 4| 4 =82 |147184%eee | 7330-5564-6359-7687 | 628-5827-5088
[ Import I[ Export I | 5| 5 0/&8 450065 | 2145-7852-5670-0069 | 694-500-5667
Ml &) & Ze4 986085 | 0730-6480-3367-1882 | 964-1406-1509
Exception Object(s) 7|  7|chakia | 116355+ | 2413-8032-3334-3245 | 311-1966-2070
Table ‘Cclumn 8| B =XE |393117+ee | 5450-4772-1033-5238 | B80-2272-8379
- 9| O W=D | 717417+ | 6580-2002-8075-1071 | 951-151-3404
are no items to show. E] —
10| 10| MQI& |Q18181+++++ | G667-9100-7227-1378 | 761-2725-0027
11] 11/ 0|F= | 169012%++++ | 3537-0020-6668-0865 | 369-2632-5979
Ln 2 Col 1 0.02 sec 100+ row:
A;I ql I -" IE ;" E‘l |I‘| Read @ AutoCommit is OFf 60125 CAP NUM OWR
oA o2l gHio|S/23™ X |
o| 8% Ot 2o 2242| DBOY| ViewS 2 X|SHAHLE ZE UOT|= HPIE SHX| BELICt
*  Chakra MAX2| B OAZE 2/5 1 242| DBOf| ViewE EX[SHALE SQL HAE Yo7 |= AR|E SHA| GfsLICE

Chakra Max’
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3 Ojl_ | 124 S mO|E Q|5 MEHX [IAZ BHA|
. T AL O =1 &=JT = —_ =1 — -]
—_ _
TZHo| HBE mo|=2 o8 OFAZ X 2|5 QEHMENAM Y& MEIX OrAZ] SIHE X
——l - _—l = — 1 = — —1 =1 — O = =
File Edit Action Optien View Tools DBA Create Window Help DBMSe| &gl o/288t & "f‘.m—
EESCOTGI2EHo0TON - | 7 7 - | Ee-Ear g
DRNERiGAEARER TR ENEE ERBRARYEAERREL
Policy Except Condition ﬁ
oatases _ % EREEHESEE T i %nmoERE N g
Database : [ )
1[ select user_no,
Exceptions 2 card_no
- Recycle Bin Tablespace User — .
Apply Date : [2014-07-04  |» || @7 12:00:00 [ ~ 20140707  |=[ 2% 11:59:59 [ : 3 concat (substr{card_no,-8, 11), hp)
‘ ‘ ‘ | Job / Scheduler Job /* Queue / Directory " From user_test]
Reason : | Snapshot / Snapshot Log /' Database Link
Type/ Synonym / Sequence /' Dimension
Users Function ; Package ; Trigger / Java “ i 3
ANERE Gop Parent Group Chent IP Address Cluster / Object Table  Procedure — n
—— = Table * View ' Index  Constraint E
BB AT 62 I3 [ o 5 o /EE Grid Result (2, server Output {2 Text Cutput & Explain Plan & statistics
X 5 USER MO CARD NO COMCAT(SUBSTR(CARD NO.-8.11) HP' e
|A 1 1409 | 673721038133 | 8133321101621650762 =
£ 014 PE S4BT comma()B FENE ABTHINZ. 2 1410
Constraints Y =E 33 1411
I Unmasked Rows : I [+ EEDepT i |4 1412
5 1413
DB#I2rd &4 5 1414
Y & —
= Cyclone €7 7 1415
Property a 8 1416
Statistics / Other / Comment /* Segment 9 1417
1418
m m Column General Storage 10
Celumn | Type Nullable| |11 1419
1|0 NUMBER PK1 12 1420
A7l po k=] H Xl E ]
- Or~30] HEH 2BME0| M e | oweso [
A "'I.I I I: I | == A2 M =i | 14]
ul‘—;ol o x'l E- — Ei -T-l—— 7|j T = EIO-I 4| EMAIL VARCHAR2(50) 15 1423 -
Ln 4, Col 15 0.09 sec. 100+ rows
< m ' | Ready # AutoCommit is OFF 6005 CAP NUM OVR
M SHAE I I"‘ HHO |- -I I
- AW = WE Nt RE2 01AaY X2

Chakra Max’
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Chakra MAXOf| =& &l ZEAIZ 0| 024 9| =
EOXIL 2|ZE EHOAM OAZHZ Sl 14| HEE HE L},

1 INSERT
2 INTO TEST_SENSITIVE{MAIN_ADDR, PHONE_NUM, USER_NAME, SOL(BIE'S A=) : (5
3  UALUES ('TESTEUAREVALLEY.COM', PIE = 7t - —
4 '01012345678", . srpified Searh
5 "USERG1", EEN2t(>=): (0
6 "USERB1") Ré 02 Bytes (>=)
c H
1 Al's| i Search Snillfing Log
%x'" E‘glni_l SQL o S | Al s =
Or2 0 (a5 .
At 23 ZAM Zato] 07y
Y5 ZoE|of XS 02
LsEr Mame Groy = 1 IHSERT
B [ 2 IHTD TEST_SEWSITIVE(HALH_) > FHOHL_HUN, USER_HAME, U
3 UALUES {'TESTEWOREUALLEY.COH®,
e Iy TEasssnes e
o < ‘USERR1C,

L. .. [ "USERST")

SR SR ...
IMasthflmg‘orsearch masking I E-TI_A-I EEE EJ 7=-|A_|lll AI Pattern Eb;l-% 7=I-

- | . -~
= <« X33 Masking® Z{QIX| MH
Masking Format : i =ty | |

Expresson(i ()& 0/85101 ISTS GR51D I8 ¥ =& 01220 2ZkSTLICH
* :5E SXE0 DIAYEILICH

$1%: 3 AR JS(51)S D25 X FSLICH

$1%§3: S AN J8(s2)2F D2 BLICH

Masking &4 = 2|
A%d ol [ || concel F& Masking0| 225} Rules g2

20
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- T

2t

0 HEet 2

o
02| ol &

Registered Objects * Sensitive Pattern . Unregistered Objects

Sensitive Pattern

Database

Schema Object Mame Column Description Pattern

=
test#2 test#2 test#2 test#1 Cellular Phone Mumber
test#1 test#1 test#1 test#1 Foreigner Registration M
testl testl testl test MNew Passpart Number
ste estst t test Mew Passpart Number
scott dept name
scott emp OMELHHOIE Cellular Phone Number
schema test aotleer e

Registered Objects -~ Sensitive Pattern * Unregistered Objects

MName

Pattern

Description

Cellular Phone Number

~(01[0]1l6-s)(I((0-51{3}[0-51{4})...

mobile number ex) 010-234-5678, 0

Credit Card Mumber
Email Address

Health Insurance Number
Jumin Number

Military Mumber

Mew Passport Number
Old Passport Number
Phone Mumber

Foreigner Registration Number

~([3-e] 051 {3([- 1) (094 (- 1.
[+ _0-9a-zA-Z]{Z)([-+. _0%a=z...
~([0-91{6R () {[5-8][0-9] {61
~[21517DE0-e1{sH [0-91{51) s
~([0-91{6}(){[1-41[0-5]{6})$
~{[0-s1{ZN () ([0-5]{eR([0-9]{Z})s
~{DIGIMISH{LHO-91{4n([0-91{4h)s
~[A-Z1{Z [0-2]{2h)([0-9]1{s})$
~02jo[3-91[0-81)(){0-81{3H[0-=1{...

ex) Mz, HMEFIEMD,
2o A UAEE fHS

Chakra Max’

Caranase Sacunty AisLEance

credit card number ex) 6360-9495-
Email address ex) jone.wane @yyy.
foreigner registration number ex) 8
health insurance number ex) 1-234
identification number ex) 800101-1
millitary service number ex) 98-730X
new passport number ex) M123455
old passport number ex) JR029398
telephone number ex) 031-888-123

HEE "Sensitive Object”2 22|
ensitive Pattern) £ Nl& % AIEXA} Q| 7ts

Pattemz S EHY 22 LHTRIA 2.

Pattern Name : ‘

Description : ‘

Regular Expression : ‘

Regular Expression
~ 2 AES AE $: A2 E
[abcl:aE=bE=c2 2R
[ ~abcl:a, b, c 2t O HIHEH 22X
[a-z]:a2H z A 22X
[0-91:05E 9T

AL EFER

3]

{n, m}:HA 24(previous Element)?}
HHEZ n JHSE mHTEAL DHA]

[a-zA-Z]:3 2B z DAL A B2H Z DER S 23+

(28 A281= 22

Masking
[Clusing for search masking

[T1using for repart masking

{n}:
{n}:
():

~

M-It nH 012 I3
M 542 EEE o 2

JEY, s HANEH HiA 28 Agg

A, 215 = 2 ES EHAN H2E
W HATHOM £ TH IR {01} 2t S

E® 84700 Ol HAL {1, 3 S

8 B0 01E AL {0} Ut 52

Masking Format :

Expressionl ()5 OIS5HH IS £2518 g 8 =2 0-+20| 2Lt

* :B= A0l Oi~ZELICH
S1% 0 H BN JE(51)2 DR 25 A] SSLICH
$17$3: 5 SN J&($2)2 Dk~ "LICH

0K

o |

e, o AHZ (4
S

21

/7)), SCH™ S t."|§'>_l
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3.

|:|.Ot'c'>‘|-

O

nl
FO
~

—
S | &l

2ajof AR HH

Approval Procedure Wizard . B Chaken e

o~
I '_ - Set Approval Steps

Aporoval Step:

|3 step procedure =

1 step
2 step procedure

28 S0 o8 Js

ZE SUEY 20 F S e
= 2WAE 0 = 49 Jks

3 step procedure
4 step procedure
5 step procedure

R

Awm; 201 MEM

] ||6 step procedure = MR AR
2 S—
2 oA e
ll-] uman
HEZ A=
=
AR HE
HK}E E
JICHRKE ST I8 448 5 o 20| 20
ISR e E &2 E 0 2WE
J|OERIS| 2EHT A2 T8 53 E 0| IIWE
E®OE _+_-$1°.;J Z & 0| IR

[ cw=@ |[ @ | [ oW

A

Chakra Max’

Datahiate Secunty AssUEancs

A CHEHA 2R EH X[

@ Warning!

S N RO RELD

<

22

WU SR RLIEE

R R B
BE upies BN

B KT 2 7|2

i e g

e
e
TG
3 oo
——
1
WRHOR 3R [
Ena
] Tas ] [rloe
BN a=uE i

ET BE%TEUT
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Fama -]
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] = Bl
spdate wner_lnla set jumin = GSREEE SeEERE! vhere mm c |
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EoSSnla ELEE] =
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I
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3. IS | wazm/nzzn

olo| 2ot A0 Lol ZXf Z= M5 o[8e A Y =20, S
otH, AT/At= 2Xf S Ti2|/Zle 2 M5 M&otd g7 gdHdS ES

Approval Procedure Wizard

fpro P Ao Sy = 3 Chakra Max ke g Testfes) = — O x
—_——
ﬂ Set Oiptions i - - LY ‘. lr EA
— W TR LESER et = T e LpRs

B Has
e Higas s =
IEIRAN HEET e RS s M EHEIydxH e o:l'l?'
EANF WS RSN QEN AYE = N

& 3N @S E0 SRLICK EH EI 7E:IxH —O—I O'I 'g'cq _?_ [HElE M =&
[H2l & Ta Xk
1@ 212
@ AEaE
@ oEERE SUDHE
O ng MO 24 SNEL =] B‘Z_ﬂﬂ' L1
OB 1o 32 B3 NI S=t ENg Sy A
=¥ EFFELICL O <38 S0 ANE ARSI O
QH# ARSE ﬂ‘? Tk OEE BREAHA EHEH
EHEI?deHJI' AdEﬂH AEEA EIHE = |xvm|r
—— H -4 1L T A EEE
HE H/= HIolH MFoF

cHz|Zxy 7|2k Eesdbe=d
D3 =n & =20 28

lieg £ BE B 2R B
?Eu'?m Jiae S O [AEINOL w2
SHLICE " ==
AZAN s8os s ]
[L=m=E | CEl o ] [ a= |

CHEIZA M-8 3 2| ZX X271 2H2 A8X7} X8

: ” allS
Chakra Max | data
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RIS | znoA

2| 2 7 2 M2 Al Z2M A ZA/52 2lA 7Y
=

(BAHALS] 2 M2| Al 2 o|A des Sl 28 / &2 S0l Chigh =t o|d )

= -

OHH MM EE- DA HE 2T

CIDIE 224 =21S 22022 Wz 23

m

E=
Bz
=

2

t 2RI EMEILICE

HE HE | 2RO EI O 20| FEEIN
Ee
Z B0l SI=R =0 2EELIC

!

1844
s rErEn

=]

=3 = 8 'y
2| 2HAE: haedonglhaedong) J&: WareValley éw Era E
DB &sEE Hd 2=
B DB EH
= sa 2 2A
elect = from csusermt

B &4d AR =Tk =i =

S HED 1 .DH 3 %@\lp—gmlﬁﬁm F2 AREE A Ol g

4 [ 1DI|:_| |E_—| ‘I‘I_I_AEE To =2 T A

B A on I — =00 ZEE|HESLICH

BRI NEEA 07/10/2015 [E2 [

SEINZEAMTNZE  11:05:48 K B =

SEINZEILYA 08/11/2015 [=] =) [#] csusemnt E’EE % -‘_'F-ED H:Fl H :"l k Hl‘En |—| El‘ |

SEINZZENZ 110548 B CSUSERMT resno
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(I:I_I-_(ID_l __7.{_) |34 I SR A IR G A0 SRR
20,000
18,000
GbaCT Uadts i e T
16,000 ks Gl Padey Eaiings Trandl
o 1 GELLE| PNOFERTY_vaLid
14,000 LT SE00 ST HLS_LAMGLLAGE =EHA T t o FEIH GALERG . ;
12 000 ArTTeen A e meny, | 7 YHERE PRIFERFY_KEV--00C_SIATES'|
i LTER. SESSI0M SET HLS _LAMGLSCE =FHGE [SH
10,000 TLECT PROPERTE_VALLE FRCM GALEAR MRS PRCFTET
seseuiecein | Chakra Max V2.0
ELEET 00N LSERF ] M L USRS WHERE L
6,000 LTHR SESTON ST HLS_LASGUSCE oEHGL I
ELETE PRI GALEAS WHERE PROPEITY_REY = LOG_ LA (PetaSQL)
4’000 LTER SESSION SET HLS _LAMGLUSCE =FMG 19
2,000 EERT INTO GALDAS WALLUES (0G| CAINHG TS, ML)
CTER EGRI0N! ST 5 LM LAGE =I5
—
- LTER, SESH00N SET 1.5_LRMAZE =EOLLEH ¢ i i
500,000 1,000,000 5,000,000 10,000,000 50,000,000 ELECT COUATIL S PSE] PP KL LEERE WHERE B T Ferrrarrind
TR SEOM ST HLS_LAMGLASE =1 5 Ermor Coda 1
] lo [ Qumry TPLPFCT PRROPERTY WALLE FROM GALEAS WHERE PROPERT . ETOF Mestage |
500,000Z1 1,000,0007d 5,000,000Z1 10,000,000Z1 50,000,00074
Max v1.3 192 472 3,794 17,580 N/A
Max v2.0 13 28 128 240 1,302
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SQL 21 HIo|E X% Al MySQL CHH| 2F 1/10 =&2| M&E &7

WCRSATE VR W R 0
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nnnnnn
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508t A 1,002k 4 | 5002t A | 1,0002F 74| 50002 A Hl2
Chakra V3.1 402 804 4,096 8,192 40,960 select * from dual_NUMBER where dummy_NUMBER_ =
Max V2.0 54 104 491 1,135 4,616 _NUMBER_
Chakra V310 385 797 3,890 7,716 38,619
Select * from dual where dummy = _"NUMBER _
Max V2.0 52 74 388 844 4,338
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— L Wit Senwon s dumnp_ v
nnnnn Al 0
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21 HO|H2f f{HZ &X|
HEO| 7%3Pﬂ1 MEA S Al §71=2 HMh

M| 9l
21 Bz WX E
inst_name  client_ip

1 |oracle 192.168.0.200 | SCOTT

2 | oracle 192.168.0.200 | SCOTT
_3 oracle 182.168.0.200 | SCOTT
4 | oracle 182.168.0.200 SCOTT

5 | oracle 192.168.0.200 | SCOTT
_E oracle 192.168.0.200 | SCOTT
7 | oracle 192.168.0.200 | SCOTT

8 | oracle 192.168.0.200 | SCOTT
_9 oracle 182.168.0.200 | SCOTT
‘_C- oracle 192.168.0.200 SCOTT
11| oracle 192.168.0.200 | SCOTT
‘_2 oracle 192.168.0.200 | SCOTT
E oracle 192.168.0.200 | SCOTT

AFEALZF Repository DBO & o}
0 £ Ef0/|Z0f update, delete

7
°

—

| db_user | date

HIOIE 22 JIS

£ 96 P04 PetaSQLol 27 X% H|0|&0f| Chakra Max %3k

of 2olo] ZEOH|0|= M 7| &X| 7| (Chakra Max Al TI2H 71s)

| sql_text |

o =L (=]
52 A EofFE
o Bt A o

of 42 g + 9=

Ho/Eo] E5&/

Chakra Max
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15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04
15-03-04

SELECT DBMS_TRAMSACTION.LOCAL_TRANSACTION_ID FROM DUAL

SELECT DBMS_TRAMSACTION.LOCAL_TRANSACTION_ID FROM DUAL

SELECT DEMS_TRAMNSACTION.LOCAL_TRANSACTION_ID FROM DUAL

SELECT DEMS_TRANSACTION.LOCAL_TRANSACTION_ID FROM DUAL

SELECT /*+ LEADING(S) */ INST_ID, SID, SERIAL#, OSPID, ORANGE.ORANGE_FMN_HOST_MAME,
SELECT USERENV(R), SYS_COMNTEXT(E','E) FROM DUAL

SELECT S.SERIAL#, P.SPID, S.SERVER FROM W$SESSICN S, VEPROCESS P WHERE S.51D = § AND P_//E/W//(f I?’é[E/ EJ [f/O/E{
SELECT * FROM VENLS_PARAMETERS

ALTER SESSION SET MLS_LANGUAGE='Q' NLS_TERRITORY=T' NLS_CURREMCY='D'

BEGIN DBMS_APPLICATION_INFO.SET_MODULE(:Module Action); END;

SELECT USERNAME FROM ALL_USERS

SELECT OBJECT_MAME, OBJECT_TYPE FROM ALL_OBJECTS WHERE UPPER{OWNER) = UPPER(:owner)
SELECT /*+ LEADING(S) */ INST_ID, SID, SERIAL#, OSPID, ORANGE.ORANGE_FN_HOST_MAME,
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(Plain Text)
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Schedule

Schedule option : () No Backup
@ Daily Backup

Start Time : |o® g1:00 E

Email Motification Options : @ Do Mot Motify
() Motify on Failure
() Motify Always

Check the disk remaining capacity : |10 Yo -

The remaining capacity is less than value, the backup wil fail.

Split File : @ Do Mot Split File
— H| S A X
) Spiit File IEI_ =20

Backup Password : | ----------

Confirm Password : |..........

Backup File Location

A= 3} K| 0| Ef

o

H
= =

2 NE

53
Chakra Max ﬂDSdata

Copyright 2001~2016. WareValley Co,. LTD. All Rights Reserved.

Digital Security



U2 | ooms B ZAHI0IE DAY Ha)

ZoHEl 40l

AMEILHO| 7HOIMEE HB 87| ¢35t 7| 522,
| X% ZAFZ2(SQL, 2|2 22)0

[0-9]1:0 =& 9 7xl 27 & 25

~

= EE]
Sensitive Pattern
Patteme ¥7 EH4oz= F3HAe, 3y ES EhP] PNES] Bt il
pattern Name : |umin Number HolEHols | Al2E FTP L) L B2 ELE moy
Description : |\dentlﬁmtwon number ex) 800101-1987654| v][e® 20000 | == [a0198 078232 v|[e= 35050 |m =as wswdc. e
Regular Expression : | ~([0-91{63)([- 17)([1-4][0-01{6})S ‘uradellgrz,
Ordinary Colurn Name : |JUMIN;
A Eamzay;
Data Check Length : ‘13 | = |14
i JECAES
Regular Expression
& & i Aert AT
~ o EXEe AT §:EXZ9 2 {n,}:E223n7} 014 04X
L] A2 as(=A) : |
[abcl:a==sb==c¥ent {n}: &7 B nlf etg oA
" /, DML - SQL (2= Agl):
[ ~abc]:a, b, € 7t OFd OitE: &7 (): 18, v SAREY M EHE T L query [ QL ( )z [ =4
: [maskingtest ] CELE] T
[a-z]:a ==z 74 Sa |+ oA, 25 == 223 zuad gzg ‘ H=E-L]

"

{n, m}: & 22(previous Element)7t
0= n 7H=E m 7H7EAl ofR
[a-zA-Z]:a ==z 78, A 26 Z 7l @23t
( dh=2x 2egis g2a)

"

Masking

Using for search masking
Using for report masking ~ 75()32()- ik

ST (>=)

22707 == 17 oK. {0,1} % 22

D E 227 17§ oY R, {1, } 2 S

o8 oA ;

an o= ;

1 ® 227t 074 ol4 o§X, {o,} 2 52

|
\
|
| = s Bytes (>=) :
|
|
|

oy se

) @42y =3
4-A|o|=%o] =2

1019/07/23  SQL B EIH26) - 2019/06/11 ~ 2019/07/23  SQL B4 H1H27) - 2018/06/11 ~ 2018/07/23  SQL HA EIH(28) - 2019/06/11 ~ 2018/07/23

=
b
JHx
i3
i
o
o
o=t

Masking Format : SEEERETS7$850510511512513514

Expressiont ()5 012306 1S W& £840 18 £ 28 O2H0| FTUC,
* :0Z ETHZ0| oL

$17 R A AB($1)2 ==X YUt

$1%63: = ¥8 2E5(52)% of=a B4tk

CARDNO

-5219

-5219

aHE 27|
|saoigsp 52 22207 s s —smT
172.17.30.55 ORANGEMAL.. 0 0 Query SELECT *FROMMASKINGTEST 2 FROM HASKINGTEST
¥ Formatted
NO | NamE JUMINNUM
1)1 tester
L 2]2 developer
303 manager
4|4 director 752202k
5|5 sunnyjung 750321 Frkeine
6]6 |tester 750321 ke
L 717 developer 750321 kkkire
. 8|8 manager 750321 #resernn
L 9l9 director FETEP e
»

. 6360 *5**7-5219
. 6360**5**+7-5219

7-5219
6360+ #5+4447-5219
6360%+++5+4447-5219
6360%+++5+4447-5219
6360++++5+++47-5219
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&) [ server 101
BE1E f e 25 1F BA P F (7] server123
2019 from 172.16.50.67 @ (7 servers3
) ([ serversa Network

) (] ssheyserver

1P Address N/W Type 1P Type
172 16,5063 10/100 UTP Real
Network
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| )lS 1 o tiN J1s 29 - SOL 2 QA WXfail ogging)

AR RN A[AED FHOHA| AFE XS] SQL 2 &0 AR 7 E
SQL 1Y LSS SEt0[YE PCO| |IA ME = MHE|A~ Hd 57 2
HEoH0 HAF2aE ME

MaxManager - chakramax@172.16.50 67
G chalaaviax B EE 2 say 2w 2
Eﬁ T as - 3 27| - HolEHolA | A2l F1e He ELl 23 Fsoge  mays
* s HE - B 20105 068 252 | [oz 200:00 [ == 019z cem2sz  -|[em 3sese [ =i zumus Az Bl
HIZ 7170 2A O EA u4F o= M et
- 27 S - - = ~ G sd:  [oadeiinZ, =) Save Fiter Load Fiter
4% M - A - - HRZ 8 v el = <
=
-4 Z7| sa0joE paa EPELEE () Ozaquze
" Sehol¥s =2sE Meztols : “8 QLB
« v » LWpC » 2Z 023 (C) » Program Files (x86) » WareValley » Chakra Max Client V2 » Log
DBMS 4% : RN (]
0|2 ES e 2% 0/s A% : = A3 AE(2H) =
a Hi= 7t — . = SQL =% : | Query, DML, DDL, DCL, PL/SQL, ETC [+ QL (1= A : | | [ " ]
o= D 172.17.30.61-3389.5cap 2019-06-25 2% 2:39 SCAP Y T Lt = < - ) g
¥ oe=c #* = — = ol B(LER) O ECEER | 2
5 Maxclientsvclog 2019-06-25 2% 3112 = — N S
e - - A2 23 | ] 8842 (»=): [0 |
S010.06.55 ©= 20
o 5] opModeChangerleg 2019-06-25 2% 1:20 =10 | =s 30 sytes (>=): [0 |
= - coeEg 23 o ; waymea
AR HoI= e ; " = o
EaE bl Hs g o I 4 rAol=glol =1
Chakra Max Client V2 2.0.8.020 e = ey s =
Log SQL EM E(16) - 2013/06/25 ~ 2013/06/25
Log %&:211 50L (1.496=) o i 20ME Ng 2N LYY
| SeIE.. o8 A7 |05 A8% g0 [Eaw==4, |goipsp 74 [ggE20y saL.. s AZAT F2 N B
TEMP .. oradeligr2 SCOTT SUNNYDESKTOP WORKGROUPH... 172.17.30.61 ORANGEMAL.. 0 0 DCL ALTER SESSION SETNLS LANGUAGE...  2019/06/25 () 14:23:40  2019/06/25 () 14:29:40
oracel1gr2 SCOTT  SUNNYDESKTOP WORKGROUPW...  172.17.30.61 ORANGEMAL.. 0 0 PL/SQL BEGIN DBMS_APPLICATION INFO.SE..  2019/06/25 () 14:29:40  2019/06/25 (=) 14:29:40
oracellgr2 SCOTT  SUNNYDESKTOP WORKGROUPW...  172.17.30.61 ORANGEMAL.. 0 0 Query SELECT /*+ LEADING(S) %/ INST_ID, 2010/06/25 (3F) 14:38:17  2019/06/25 (=) 14:38:17
- SradeTiors SEGTT T SUNNVOESKT P UIGRKEROUBW ™ 17319 30 8T B Glery SELECT ¥ FRON VLS BARAMETERS 55150835 (5 T481TS 30180838 (81 Tar R 1Y
oraceligr2 SCOTT  SUNNYDESKTOR VIORKGROUPW...  172.17.30.61 0 0 DCL ALTER SESSION SETNLS_LANGUAGE.. 2019/06/25 (1) 14:38:17  2018/06/25 (31) 14:38:17
oradeligr2 SCOTT  SUNNYDESKTOP VIORKGROUPW...  172.17.30.61 0 0 PL/SQL BEGIN DBMS_APPLICATION INFO.SE...  2019/06/25 (&) 14:36:17 _ 2015/06/25 (&) 14:38:17
.. oradeligr2 SCOTT  SUNNYDESKTOP VIGRKGROUPW...  172.17.30.61 00 Query SELECT 1FROM SESSION ROLES WH... _ 2019/06/25 (o) 14:38:17 _ 2013/06/25 (31) 14:38:17
.. oradeligr2 SCOTT SUNNYDESKTOP WORKGROUPH... 172.17.30.61 0 0 Query SELECT *FROM 5Y5.DBA_USERS 2019/06/25 () 14:38:17  2019/06/25 (3H) 14:38:17
oracel1gr2 SCOTT  SUNNYDESKTOP WORKGROUPW...  172.17.30.61 0 0 Query SELECT /*+RULE % COLUMN_NAME, ... 2018/06/25 (SF) 14:38:17  2019/06/25 (3H) 14:38:17
oracellgr2 SCOTT  SUNNYDESKTOP WORKGROUPW...  172.17.30.61 0 0 Query SELECT USERNAME FROM SYS.DBA_U... 2010/06/25 (Sf) 14:38:17  2019/06/25 (3H) 14:38:17
oradeligr2 SCOTT  SUNNYDESKTOP VIORKGROUPW...  172.17.30.61 0 0 Query SELECT *FROM 575.08A TABLES 019/06/25 () 14138117 2019/06/25 (3 14:38:17
oradeligr2 SCOTT  SUNNYDESKTOR VIORKGROUPW...  172.17.30.61 00 Query SELECT /= RULE 7/ COLUMN_NAME, ... 2019/06/25 (3) 14:38:17 _ 2018/06/25 (3) 14:38:17 [ 7|
oradel1gr2 SCOTT  SUNNYDESKTOP VIORKGROUPW...  172.17.30.61 00 Query SELECT ~FROM 575.0BA_TAB_COMM...  2019/06/25 (3 14:36:17 _ 2013/06/25 (31) 14:38:17
.. oradeligr2 SCOTT  SUNNYDESKTOP VIGRKGROUPW...  172.17.30.61 00 Query SELECT /*+ RULE / COLUMN_NAVE, ... 2019/06/25 (=) 14:38:17 _ 2013/06/25 (31) 14:38:17
.. oradeligr2 SCOTT SUNNYDESKTOP WORKGROUPH... 172.17.30.61 0 0 Query SELECT *FROM 5Y5.USER_USERS W. 2012/06/25 () 14:38:17  2019/06/25 () 14:38:17
oracel1gr2 SCOTT  SUNNYDESKTOP WORKGROUPW...  172.17.30.61 0 0 Query SELECT T.TABLE_NAME, T.CLUSTER ...  2019/06,25 (S/) 14:33:17  2019/06/25 (3H) 14:38:17
oracellgr2 SCOTT  SUNNYDESKTOP WORKGROUPW...  172.17.30.61 0 0 Query SELECT *FROM SYS.DBA_TAB_COLU...  2019/06/25 (Sf) 14:38:17  2019/06/25 (3H) 14:38:17
oradeligr2 SCOTT  SUNNYDESKTOP VIORKGROUPW...  172.17.30.61 00 Query SELECT /~+ RLLE */ COLUMINAME, ... 2013/06/25 (&) 14:38:17 _ 2015/06/25 (3 14:38:17
oradeligr2 SCOTT  SUNNYDESKTOR VIORKGROUPW...  172.17.30.61 00 Query SELECT ~FRONM 575.0BA_COL_COMM... 2019/06/25 (3) 14:36:17 _ 2013/06/25 (3) 14:38:17
oradeligr2 SCOTT  SUNNYDESKTOP VIORKGROUPW...  172.17.30.61 00 Query SELECT /= RULE */ COLUMNNANE, ... 2013/06/25 (8 14:30:17 _ 2015/06/25 (3) 14:38:17
.. orade1igr2 SCOTT SUNNYDESKTOP WORKGROUPH... 172.17.30.61 0 0 Query SELECT *FROM 5Y5.DBA_CONSTRAL 2019/06/25 () 14:38:17  2019/06/25 (3H) 14:38:17
. oradellar2 SCOTT SUNNYDESKTOP WORKGROUPH... 172.17.30.61 0 0 Query SELECT /*+RULE */ COLUMN NAME. 2019/06/25 (2 14:38:17  2019/06/25 (3 14:38:17 ~
¢ i === 3
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[ update 2T 2 [{E] zu\sawana DE RHEE EEE=L]
@ wi 2N 2 0= 70150504 1175 T
FELDELE] o= 2015-08-04 14:4 B DB EH Ao 28 2 il Lo IMEHSQL
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@ NENZ U crEoRiEE 0@ 20150730 } ] ~
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@ NENZgEcEEonEE 02 i N 2 2 Ed2) SHAA SOLENS 32 sqlE 2y
SR ATLT 130872015 B CREATE TRBLE scott.T_EIS_LOAN B
SEINT MM 1750 ] H
SEAnC= HEn =l COMP_cD CHAR(1 BYTE} NOT NULL,
R BENZ [ 1nan STD ¥H CHAR(6 BYTE) HOT HULL,
B 20 85 BIZ_PLAC_CD  CHAR(2Z BYTE) NOT HNULL,
BANK_CD CHAR(3 BYTE) HOT NULL,
r LOAN_CLS URARCHAR2(2 BYTE) HOT HULL,
LOAN_ANT HUMBER (14) DEFAULT @,
LOAN_RTE NUMBER(32,4) DEFAULT 8,
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My servers ~
- DB/Server Type Name Info
%J | v Server FTP hanaDBserver62  172.17.30.62:21
EEDE". . Server SEH hanaDBserverf2 17217306222
Server TELMET hanaDBserverfZ  17217.30.62:23
ME|AZ2E Server FTP serverl 01 [administrator] 172.16.40,101:21 [2019-06-12 ~ 2019-07-12]
4 Server TELMET server! 01 [administrator] 172.16.40.101:23 [2019-06-12 ~ 2019-07-121
.E- —occ r Server Terminal Service server| 01 [administrator] 172.16.40.101:3383 [2019-06-12 ~ 2019-07-12]
;GE. . Server FTP servers0.63 [ront]l 172 1680 5321 [2019-07-73 ~ 2013-08-281
Server ssH serversl.ga Lol 172.16.50 6322 [2016-0-22 ~ 2019-0-2¢ P root@localhost~ - o X
%E Server TELMET serverS0.63 root] 17216.50.63:23 [2015-07-29 ~ 2019-08-
Server FTP serverbl [sunnydeskop] 172.17.30.61:21 [2019-07-08
Server TELMET serverb] [sunnvdesidon] 17217, 30.61:23 [2019-07-08 ~
Server Terminal Service serverbl [sunnydeskiop] 172.17.30.61:3383 [2019-07-08
Server FTP JEH A 1721712520221
Server S3H DEIEEAH 17217125, 202:22
Server TELHET DZIEE MY 172.17.125,202.23
DB DBZ for Linux/Unix AWindows Dh2 [tester] 172.16.30.244:50000 [2019-07-09 ~ 2019
DB PostgreSaL greenplum 5 [gpadmin] 172.17.125.202:5432 [2019-07-08 ~ 20
DB MySaL mysql 172.16.50,63:3306
DB MyS0L mysqlvd 172.17.30,61:3308
DB ORACLE oraclel2c 172.16.40.123:1521
DB ORACLE oraclel6C 172.17.172.1241521
(u]=] SapHana sapHanaDBE2 172.17.30.62:3901 7
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AR o= Y
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AR} 239 | |#=g |« [ChakraMax Message] Your new password.
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Server: 172.16.50.67 ~ HYH= =75
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S2L0|E T2 WA 20| Hok

7

[T o O
22t0|HE T M HSH= MaxDebug.txt 21 MHA| AFEXLS] IP FAE OAHZE HESHX| &1, 1.1.1.1
2 02 M2l5t0f M3
S0 ETL W5t 20ty A=}
Z220|HE T M HSH= MaxDebug.txt 21 TS A5 55H0] A4

) MaxDebug.log - HEZ

m2E EFTLE ANQ 2w EST

07/29 19:19:37.648 [INFC:17100: MaxClient.cpp:0233]

07/29 19:19:37.648 [INFO:17100: MaxClient.cpp:0234]

07/29 19:19:37.648 [INFO:17100: MaxClient.cpp:0235] ------------- Start of Chakra Max --------------
07/29 19:19:37.648 [INFO:17100: MaxClient.cpp:0236]

07/239 19:19:37.649 [INFO:17100: MaxEngine.cpp:0100] ----- MaxEngine: DAR Mode -----

07/29 19:19:37.650 [INFO:17100: MaxSvrConn.cpp:0096] -—-- MaxSvrConn Started -----

07/29 19:19:37.662 [INFO:17100: Util.cpp:0562] SetThreadLocaleEx Language KOREAN

07/29

07/29
07/29
07/29
07/29

19:19:37.884 [DBUG:17100:ConnectionMgr.c:0135] Server Connection Status: OFF_BY_USER/User2| action® 2|3ff
19:19:38.253 [INFO:17100:SvrConnection.c:0156] connecting to 1.1.1.1/10054
19:19:38.253 [ERRR:17100:SvrConnection.c:1359] CSvrConnection:lsConnected() : Error ME{0| & & 2= glgL

19:19:39.000 [INFO:17100:SvrConnection.c:0324] SSL Result :

[
[
[
[
[
[
[
19:19:37.868 [INFO:17100:MagicCrypto.cpp:0044] CMagicCrypto::Create() : Magic Crypto Initialize success
L
[
[
[l 1(value 1 is process success), GetlastError 0
[
L
I

07/29 19:19:39.011 [INFC:17100:LoginManager.cp:0309] Connection succeed to 1.1.1.1(1.1.1.1:10054)

07/29 19:19:39.021 [DBUG:17100:SvrConnection.c:0877] Send Packet : 20000109 0 0 1 16{3}
07/29 19:19:39.077 [DBUG:17100:SvrConnection 84] Recv Packet : 20000110 1 0 1 124{%}
07/29 19:19:39.089 [DBUG:17100:SvrConnection.c:0877] Send Packet : 20000015 0 0 2 1510{$,

ti_popup{$}show_protect_msg_popup_on_client{$}show_request_tuning{$}sms_auth_timeout{$}ssh_tunneling_port{$}unm
07/29 19:19:39.103 [DBUG:17100:SvrConnection.c:0684] Recv Packet : 20000016 1 0 2 1846{3}
ctive_addbtn{$}{$}safe_application_inactive_view{$}{$}save_last_login_id{$}TRUE{$}session_close_when_failback{$}TRUE{$}s
07/29 19:19:39.115 [DBUG:17100:SvrConnection.c:0877] Send Packet : 20000001 0 0 3 18{$}
07/29 19:19:39.171 [DBUG:17100:SvrConnection.c:0684] Recv Packet : 20000002 1 0 3 8{$}F
07/29 19:19:39.172 [INFO:17100: MaxClient.cpp:1964] CheckOPMODE commandLine("C:#Program Files (x86)#WareVall
07/29 19:19:39.354 [INFO:17100: MaxClient.cpp:1986] CheckOPMODE index(61)

1020 - NFDBCTL over [MSAFD Tepip [TCP/IP]]
1021 - NFDBCTL over [MSAFD Tepip [TCP/IPvE]]
1001 - Hyper-V RAW

1006 - Al X

Windows (CRLF) Ln1,Col 1

7| MaxDebuglog - HE2%

oreE EETE MAOQ 2TV =82

h1 Rne3JycFR7aRceE2xNenh9chokDx5vHhBpVnx5eXIhICAgY0hIOg08bygiMVdxahMXfHIuQg==
b1Rnc3JycFR7aRceE2xNenh9chokDx5vHhBpVnScXIhICAGYOhIOg08bygiMVdxahMQfHIOZWimi2xAbHUNC Quy TmVsZn9sQGx 1 DQkMck5IbGZ/bEBsd(
b1Rnc3JycFR7aRceE2xNenh9chokDx5vHhBRVNXSeXIhICAGYOhIOg08bygiMVdxahMRIHIOZWxmf2xAbHUNC QxyQxs 1KIATTS4+AGd)Pgg6IGsfIBVhd Q0.
b1Rnc3lycFR7aRceE2xNenh9chokDx5vHhBRVNxSeXJhICAGYOhIOg08bygiMVdxahMSFHIOZWxmf2xAbHUNCQxy TmVsZn9sQGx1DOkMckS5IbGZ/bEBsdC
b1Rnc3JycFR7aRceE2xNenh9chokDx5vHhBpVmG cXIhICAGZUpGNgOtbygiMVdxaRAUfHIOZWxmi2EgICBISkY2DS 17axYAP2EVTOBEOSIbGZ/TGe=
b1Rnc3JycFR7aRceE2xNenh8chokDx5vHhBpYmG eXIMDDKLYIZIMAOmMbygiMVdxaBkSfHIOZWxm{2EgICBzUIMcDCYvawE1DDMsRUABckSIbGZISw==
b1Rnc3JycFR7aRceE2xNe3FzchokDx5vHhBpVnx5cXJhTWF4AARDKwokbygiMVdxbRYWFHBWLTUFO]MIIDxsS0I+ DyOEM3INDC8/VUVGOkMDDhkXACNMLU
b1Rnc3JycFR7aRceE2xNfXVzchokDx5vHhBpVnx5cR8gCig 7Y 12V xcnbygiMVdxaBQQfHBg BSAsOyluMyFQUESIWQszL M 1CGIxAB4BEGIVKChyARB4KFRLA
b1Rnc3JycFR7aRceE2xNfXdzchopAw1nHhBpVnxScREuAY8IQ1BIMAOF]I8IIdxaRMRIH8wWLTMINZNNAjdOSkQSFYEUIXISGSAsVV b fywOBxQQGDIUC2V:
b1Rnc3JycFR7aRceE2xNeXVBchokDxSvHhBpVnx5cQE3HWI3TkpEPBchLiV8IldxaRUSTHBAJY8INyIZKDZHBFUWQ3I2eXxw W2 9tEAcXaEx5cXtndWBL
b1Rnc3JycFR7aRceE2xNeXVechooEwpyHhBpVx5cQE3HwI3 TkpEPBchLiV8IldwaxUdfHB8gGzc 5ES4DLz1DUEgwDXI7 AIECAIB2RUAVOgdgaGtoYSgzKkaw
b1Rnc3JycFR7aRceE2tNf3)3chokDxSvHNBpY x5 cQE3HwI3TkpEPBchLiVEIldxaxlQfHBwGw 1 rACQeNDRUBBY/UmA3Kj40CGFpAET1SxM6Lig3Mh5hK1VHO
b1Rnc3JycFR7aRceE2tNf3V8chokDxSvHhBpVNxScR4uCig2bUVPPgQtM2UxMVdxaxAdfH8gly8INyIZKDdOBFIgACskLiZhGS54ERMT V] +b35ib 1t2<BETEZ
b1Rnc3JycFR7aRceE2tNf3RzchopAw1nHhBpVNx5cQE3HWI3TkpEPBehLiVEIldxYBcTIHBWLSBvchEMINFUAFIQ2hheWIxXXFpEBOBIONoYWtyYU1xe AAEAX
b1Rnc3JycFR7aRceE2tNcHB5chopAw 1nHhBpVnx5cQE3HWI3TkpEPBCchLiV8IldxbhgQfH8xLSI9chEMINFUAFIQ2hhe WX XFpERQBIONGYWty YU TweAAE:
b1Rnc3JycFR7aRceE2tNcHBychopAw1nHhBpVNnxScQE3HWI3TkpEPBchLiV8IldxYBcTIHBWLS8vchEMINFUAFIQ2ZhheWIxXXFOEREBIONGYWiyYU1xe AAEA
Ajwo)DwbSTwoUktVOgA8HjsgKAMTKONWRDoNM2UZICQMNCxle04xDzEeODcyHh49WEFCABChLCANNBAKIWRZ UzoX0jgUMCQL LipFeOc+CiQuOyYoA
PCgmNx4eODZDXwUiFjskFCEyAjp8XVFSOjw -+ KCAIHhBKK 1VIVSwWYbDwI0zMZNDIMeOABACc0)SYeCDksfOhILBczZ TYKKBS 1 LUFIfj4AKy4+ PDUyKCh/VE4LF
b1Rnc3JycFR7aRceE2tNcH)/chopAw1nHhBpYnx5cQE3HwWI3TkpEPBchLiV8IldxbhgQfH8xLSISchEMIINFUAFIQ2hhe WIxXXFoERIBIONoYWiyYU 1we AAEAX
FjskOQOvDCwIWwWBEJEcTLIU+ODI3MVIQVDAPFyAoMSAYLyx/SEgsFzNINIllEC4qQUpGOwuKCe3Hh4g LkV 7 UTAXIDpvLzp) PChBUFUBESYeOCMtMIQgRU
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